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Abstract

ble for the output of the model. These attributions can help
identify when a model is accurate for the wrong reasons like
over-reliance on images or possible language priors.
We use these attributions which specify word importance
in the input question to design adversarial questions, which
the model fails to answer correctly. While doing so, we try
to preserve the original meaning of the question and ensure
the simplicity of the same. We design these questions manually by incorporating highly attributed content-free words
in the original question,taking into consideration the freeformed conversational nature of the questions that any user
of such a system might ask.

Deep Neural Networks have been successfully used for
the task of Visual Question Answering for the past few years
owing to the availability of relevant large scale datasets.
However these datasets are created in artiﬁcial settings and
rarely reﬂect the real world scenario. Recent research effectively applies these VQA models for answering visual questions for the blind. Despite achieving high accuracy these
models appear to be susceptible to variation in input questions.We analyze popular VQA models through the lens of
attribution(input’s inﬂuence on predictions) to gain valuable insights. Further, We use these insights to craft adversarial attacks which inﬂict signiﬁcant damage to these systems with negligible change in meaning of the input questions. We believe this will enhance development of systems
more robust to the possible variations in inputs when deployed to assist the visually impaired.

2. Robustness Analysis
2.1. Model and Data Speciﬁcations
The VizWiz dataset is signiﬁcantly smaller than other
VQA datasets and hence is not ideal to determine word importance for the content free words. In order to do justice to
these words and to keep the analysis generalizable we use
the VQA v2 dataset for computing text attributions.
We use the Counter model [6] for the purpose of computing attributions. This model is structurally similar to the
Q+I+A [2] (which was used to benchmark on VizWiz). We
select this model for ease in reproducibility and for consistency with the original paper [2]. We compute attributions
over the validation set, of which the highly attributed words
are selected to design preﬁx and sufﬁx phrases which can
be incorporated in original questions for adversarial effect.
Further we verify and test these attacks on the following
models : (1) Pythia [4] (the VizWiz 2018 challenge winner)
pretrained on VQA v2 [1] and transferred to VizWiz (train
split) and (2) Q+I+A model (which was used to benchmark
on VizWiz) trained from scratch on VizWiz (train split).

1. Introduction
Visual Question Answering (VQA) is a semantic task,
where a model attempts to answer a natural language question based on the visual context. A direct application of
VQA is to answer the questions for images captured by
blind people. The VizWiz [2] is a ﬁrst of its kind goal
oriented dataset which reﬂects the challenges conventional
VQA models might face when applied to assist the blind.
The questions in this dataset are not straightforward and
are often conversational which is natural knowing that they
have been asked by visually impaired people for assistance.
Deep Neural Networks often lack interpretability but are
widely used owing to their high accuracy on the representative test sets. When deploying these models to aid the
blind, utmost care needs to be taken to prevent the model
from answering wrongly to avoid possible accidents. To interpret VQA models we use the method of Integrated Gradients [5] which computes attributions for the input features
based on the network’s predictions. These attributions assign credit/blame to the input features (pixels in case of an
image and words in case of a question) which are responsi-

2.2. Observations
We observe that among the content-free words, ’what’,
’many’, ’is’ ’this’, ’how’ consistently receive high attribution in a question. We incorporate these words in the original question. Figure 1 shows the effect of a preﬁx attack
containing heavily attributed words like ’many’,’in’ which
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Pythia v0.3 [4]
Preﬁx Phrase
Accuracy % Unanswerable
guide me on this
47.8
74.28
answer this for me
46.27
82.66
in not a lot of words
44.66
85.15
what is the answer to 43.46
86.10
in not many words
42.29
91.3
in not many words38.16
97.06
what is the answer to

Figure 1. Demonstration of model’s response to perturbations in
input question with attributions overlaid on the corresponding
words.

Table 1. Preﬁx attacks on Pythia v0.3

Pythia v0.3 [4]
Sufﬁx Phrase
Accuracy % Unanswerable
guide me on this
49.8
69.2
answer this for me
48.82
75.19
answer this for me45.3
82.47
in not a lot of words
answer this for me42.5
88.46
in not many words

3. Conclusion
We analyzed two popular VQA models trained under
different circumstances for robustness. Our analysis was
driven by textual attributions, which helped identify shortcomings of the current approaches to solve a real world
problem. The attacks discussed in this paper, illuminate the
need for achieving robustness to scale up better to the task
of visual assistance. To improve accessibility for the visually impaired, these VQA systems must be interpretable and
safe for operation even under adverse conditions arising out
of conversational variations. We believe these insights can
be useful to surmount this challenging task.

Table 2. Sufﬁx attacks on Pythia v0.3

Sufﬁx Phrase
describe this for me
answer this for me
guide me on this
answer this for mein not a lot of words
answer this for mein not many words

Q+I+A [2]
Accuracy
43.52
43.90
41.31
40.1
38.44

% Unanswerable
82.8
89.7
87.0
91.13
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Table 3. Sufﬁx attacks on Q+I+A

steer the prediction of the model from yellow (expected answer) to 1 , a numerical value.

2.3. Attacks
In Sufﬁx Attacks we append content free phrases to the
end of each question and evaluate the strength of these attacks through the accuracy obtained by the model on validation set and the percentage of answers it predicts as unanswerable/unsuitable. We expand the Preﬁx attacks of Mudrakarta et.al. [3] in a conversational vein to suit our task.

2.4. Evaluation and Analysis
The Pythia v3 [4] model achieves an accuracy of 53%
while the Q+I+A model achieves 48.8% when evaluated on
clean samples from the validation set.It is worth noting that
when tested on empty questions Pythia retains an accuracy
of 35.43% while Q+I+A retains 38.35%. Thus our strongest
attacks(in bold; see Table 1 for Pythia) and (in bold; see
Table 3 for Q+I+A) drop the model’s accuracy close to the
empty question lower bound.
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